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Kopucterbe ceptndumratn so Microsoft Outlook

1. Bosep

Bo oBa ynaTcTBO Ce NPUKaXKaHW MOMKHOCTUTE Ha NPUMEHa Ha cepTUPUKATUTE BO aHIIMCKaTa Bep3uja
Ha Microsoft Outlook 2010/2013/2016.

3a fa 3ano4HeTe Aa McnpakaTe eNeKTPOHCKN NOTNULWIAHN U/Uaun WndpupaHM Nopakn Co KANEHTOT 3a

eNeKkTpoHcKka nowTta Outlook, noTpebHo e Aa noceayBaTe cepTUPUKAT CO KapaKTeEpPUCTMKa 3a
NnoTNULLYyBare U WNdpUparbe Ha eNeKTPOHCKUTE MOPAKM M UCTMOT Aa e BHeceH (import) Bo Beb
npenuctysayoT Internet Explorer.

2. WUHcTtanupame Ha cepTudUKaT M NOCTaByBaHe Ha CUTYPHOCTA

Bo Microsoft Outlook nsbepete ro menuto File n KnMkHeTe Ha Options (Cnuka 1).

o
:M ] Home Send / Receive Folder View
B saveas )
Account Information
Info o
= &P Add Account
Open
Print . Account Sett
"‘;p Modify setting:
Help S additional com
Account Access thi
] Options Settings ~
£ Exit
Cnuka 1

Ce nojaByBa HOB NPO30peL, Kafe LWTO MOXKAT A4a Ce NPOMEHAT Pas/IMYHK HaroayBama 3a MS Outlook.
Bo oBoj npo3opeu, n3bepete ja onuyujata Trust Center (Cnnka 2). Bo genot Microsoft Outlook Trust
Center KnnKHeTe ro kKonyeTo Trust Center Settings... co Koe ce 0TBOpa HOB NPO30peL.

Qutiook Options

General

Mait

Calendar
Contacts

Tasks

Notes and Journal
Search

Mobile

Language
Advanced
Customize Ribbon
Quick Access Toolbar
Add.Ins

Trust Center

@ Help keep your documents safe and your computer secure and healthy

Protecting your privacy

Microsoft cares about your privacy. For more information about how Microsoft Outiook helps to protect your privacy,

please see the privacy statements.

ok privacy statement

L2 ot

Security & more

Learn more about protecting your privacy and security from Office.com

Microsoft Trystworthy Compaing

Microsoft Outiook Trust Center

The Trust Center contains security and privacy settings. These settings help keep your
computer secure. We recommend that you do not change these settings. Trust Center Settings...

0l Program

ok | Cancel

Cnuka 2

Bo HOBMOT Npo3opeL, o4 onuunTe NeBo, usbepete ja onuujata E-mail Security (Cnumka 3).
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Kopucterbe ceptndumratn so Microsoft Outlook
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Trusted Publishens
) Encrypled e mail

Privacy Oplicns
R“ Emcrypd contents and attachasents Tor out poing messages
E-mpil Secuiity ALl Agd degital signature to outgoing mesisges

Attachment Handling o Send deas e signed mesiage when sending signed meicages

Bequest SAMIME receipt for all S/MIME signed message
Aufomatic Download - A
Macro Settings

Dagital IDs (Certificates)
Programmatic Acess

Digital [0 oo Cenificates are documents Ehat allow you te prove yous identity in electrans transacticns
Pubilish to GAL... ImporExport... | | et a Digial ..

Bead as Plain Text L

Regd all standard mail i plain test

Script in Folders

] Al terpl in phaded Tolden
Allgw script in Public Polders

o | [ canem

Cnuka 3

Bo pamkata Encrypted e-mail, co n3bupame Ha onuujata “Encrypt contents and attachments for
outgoing messages” cekoja Balwa ucnpateHa nopaka cekoraw Ke 6uae enekTpoHcku wndpmrparHa. Co
n3bumpare Ha BTopaTa onumja “Add digital signature to outgoing messages” cekoja Bawa ucnparteHa
nopaka ke buge enekTPOHCKU NOTNULLIAHA.

Mpenopaka: He ja n3bupajte onumjaTta 3a wWndpmrpare 3a cute Bawum nopaku, TyKy wndpmupajte mm
CaMO OHMe NOpPaKM YMja coapKuHa noTpebHo e aAa 6uae 3awTUTeHa. He ja n3bupajte onunjaTa 3a
NOTNWLWYBae Ha CUTE NOPAKMU, TyKy NOTNULLETE MM CaMO OHME NOPaKKM KoM caKarte.

3a ga geduHuMpaTe Koj cepTMOUMKAT Ke ro Kopuctute Kora Ke ucrnpakaTe NOTNMLAHK MOPaKku Co
WnpPUPaH UM YUCT TEKCT, MOTPebHO e a KAMKHeTe Ha Konuyeto Settings..., cO WTO Ke ce 0TBOpM
npo3opeLl, 3a NPOMEHA Ha CUTYPHOCHUTE nocTasyBakba (CanKa 4).

Bo noneto Security Settings Name BHeceTe ro BaleTo UMe 1 Npesnme Co NaTUMHUYHM BykBu. MNoToa
nsbepete rn onummute Default Security Setting for this cryptographics message format u Default
Security Settin for all cryptographic messages.
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Kopucterbe ceptndumratn so Microsoft Outlook

Change Security Settings Iﬁ

Security Setting Preferences

Security Settings Name:

Ime Prezime -
Cryptography Format: | 5/MIME

| Default Security Setting for this cryptographic message format

EDEfauIt Security Setting for all cryptographic messages:

[ Security Labels... ] [ Mew Delete

Certificates and Algorithms

Signing Certificate:

Encryption Certificate: Choose...

Send these certificates with signed messages

Ok ] [ Cancel

Chuka 4

[Oenot 3a ceptudmkatn n anroputamm (Certificates and Algorithms) Bu oBoamokyBa fa ro ogbepete
cepTUPUKATOT KOj Ke ce KOPUCTU 3a NOTNMLLYBake OAHOCHO WKdpuparbe Ha Bawnte eNekTpoHCKK
NMopaKkM KaKko WM afropuTmMuTe 3a NOTNMLWYBake U Wndpupate. 3a NOCTaByBare Ha cepTUdMKAT 3a
ANTUTATHMOT NOTNUC K/IMKHETe Ha KonyeTo Choose... u oabepete ro Bawuot ceptudukat (Camka 5).

Windows Security ﬁ

il -

Select a Certificate

| ImelO Prezimel0
| Issuer KibsTrust Qualified Certificat...
i Valid From: 26.11.2015 to 26.11.2018

Click here to view certificate prope...;

| ok || cancel

Cnuka 5

MoBTopeTe ja NOCTanKaTa 1 3a cepTMUKAT 3a /IEKTPOHCKO WndpUparse.

Mpu n3bop Ha cepTndMKaToT co KAMKHyBare Ha Click here to view certificate prope... ke ce oTBOpU
nposopeu, Koj AaBa nperaes Ha cepTUdMKaToT, CIMYHO Kako Ha CnvKa 6.
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Kopucterbe ceptndumratn so Microsoft Outlook

-
Certificate Details @

General |De13ils I Certification Path

ﬁ Certificate Information

This certificate is intended for the following purpose(s):

* Proves your identity to a remote computer
* Protects e-mail messages
»2,16.340.1.113733.1.7.23.2

» Smart Card Logon

*Refer to the certification autharity's statement for details,

Issued to: Imell Prezime 10
Issued by: KibsTrust Qualified Certificate Services

Valid from 25, 11. 2015 to 26, 11. 2018

‘? You have a private key that corresponds to this certificate.

Install Cerﬁﬁcate...] f Issuer Statement |

Learn mare about certificates

CnuKa 6

Bo Outlook nocraseHo e ga ce kopuctu anroputamot SHA-1 npu KpenpareTo Ha BalwmTe notnucy u
anroputamot 3DES npu wndpupare Ha BawmnTe nopaku. 3a npomeHa Ha NOCTaBeHUTE aNroOpPUTamm
KAMKHeTe Ha onaraykuTe NCTu 3a nsbop.

3. [OwurutanHo noTnuwyBakwe Ha nopaku co Microsoft Outlook

OuvrvtanHo notnuwaHa nopaka og Bawa cTtpaHa My obesbeayBa Ha NMPUMAYOT MOTBPAA AeKa
HaBMCTMHA Bue cTe ja NpaTu/ie nopakaTa U AeKa Taa He 6Mna npomeHeTa NP HEj3UHMOT TPAHCMOPT.

MoTnMWyBarEeTO Ha NopaKaTa He BAMjae HA Hej3MHaTa COAPKMHA M He MOXKe 43 ja 3alTUTK UCTaTa 0Z,
npecpeTHyBakbe M YMTakbE 0Z CTPaHa Ha HEeKOj APYr 3a KOj LUTO Taa He e HaMeHeTa. 3a Aa ce ocurypuTe
[eKa eAMHCTBEHO MPUMAYOT Ke MOXKe Aa ja NpoynTa mopaKkaTta, Mopa McTaTta ga ja wudpupare.
[lOKONIKY CaKaTe AMUrMTaNHO Aa NOTNULIETE HOBA NOpaKa, 04 MeHUTo Options Bo pamKuTe Ha NopaKara

#4 Sign

NnoTpebHo e Aa KAMKHETE Ha Kon4yeTo (Cnunka 7). Co Toa nopakaTa Koja Ke ja HanuweTe u

ncnpatuTte Ke 6VI,EI,€ AUTUTAaNHO NOTNULWAHa.
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Kopucterbe ceptndumratn so Microsoft Outlook

Themes Show Fields Permission Tracking More Options

To.. testi@test.com
3 |~ Digitally sign thic message so that
Send =
Bec..,

1 came from vou

Subject: Primer|

Cnuka 7

AKO NMPMMaYoT 3a KOro e HameHeTa nopakara Kopuctn S/MIME KnveHT 3a e-nowTa, Toj Ke MoKe Aa ja
npo4YmnTa nopakata. Bo Toj cnyyvaj BawmnoT aurntaneH noTnmc ce NojaByBa KaKO NpPMKadyeHa AatoTeKa

(attachment) unja cogpKurHa NPMMaYOT MOKe A3 ja BUAW CO KANKHYBarbe Ha MKOHaTa 2 (signed) Bo
npumeHaTa noTnuLLaHa nopaka.

4. Wudpupare Ha nopaku co Microsoft Outlook

ENeKTpoHCKUTE NopaKky penaTUBHO IeCHO MOMKe [ia ce NPeCcpeTHaT M NPoYNTaaT O/ INLA 33 KOU He ce
HameHeTn. OBa MOXe Aa ce n3berHe co Wndpuparbe Ha NopakaTta, Taka LITO eAUHCTBEHO MPUMaYoT
Ke Mo’Ke Aa ja npo4yuTa 1ctaTa.

WndpupameTto co Microsoft Outlook e eaHOCTaBHO KaKo M NOTNMLLIYBAaHETO HA NOPaKaTa M ce Npasu

| Encrypt
CO KZIMKHYBak€ Ha KOMYeTO - VP .

3a ga MoXe fda wudpupaTe nopaka Bo Bawmot agpecap (Address Book) notpebHo e aa Kpeupate
KOHTAKT 3a JIMLETO Ha Koe cakaTe Aa My ucnpakaTte WUdpMpaHM eNeKTPOHCKM nopaku. 3a aa ja
wudpupate nopakata Tpeba fa MmaTe Konuja of, jaBHMOT KAy4 Ha OUIMTAIHUOT cepTUdMKaT Ha
NPUMAYOT. JaBHUOT Kay4 o4 cepTUPMKATOT Ha MPUMAYOT MOXKeTe ga ro gobuete of AUrMTanHoO
NoTNMLIAHa NOpaKa Koja Ke Bu ja ncnpatv uamn aa ro HajaeTe BO MMEHMKOT Ha U3gaaeHn ceptudukati
Ha M3paBayvoT Ha cepTnudukatn KUBC.

Kora pobusate wudpmpaHa nopaka, MKOHATA ﬁ wudpupaHo (encrypted) Koja ce nojasyBa BO
[OJIHNOT fleCeH aron Ha aJpecHaTa pamKa NoKaKyBa ZeKa nopakara e wudpupaHa (Cavka 8).

Mark Categanze Follow  Tramsiate

& hunk ; Moe 4 Reply & Delete reste ey 13 Satect +

Sy Treyver — T 8 Rufes ~ 3 ot nd
W Jpnare x & Meeting < Mavet & ToManage ' & - Y d& Bt <
* & -» - . oot oL i D Related - \
- v SRS L00m
=4
.

Cnuka 8

5. YnpaByBame co cepTUPUKATUTE HA KOPECNOHAEHTUTE
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Kopucterbe ceptndumratn so Microsoft Outlook

3a fa HeKoMy ucnpaTuTe WndpupaHa nopaka noTpebHa Bu e Konuja of, jaBHUOT KAyY 04 HErOBUOT
ceptudukat Bo BawmoT agpecap. Konumja og jaBHMOT KAyy og cepTUdUKaToT Ha BawmoT KopecnogeHT
MOXe g3 pobuete of HeroBa e/IeKTPOHCKM MOTNMWAHA MOpaka WMAM NaK €O npe3emare Ha
cepTMPUKATOT 04 MMEHUKOT Ha U3[3AeHN cepTUPUKaTK Ha N3gasayoT Ha cepTudumratn KUBC.

5.1 CHumame Ha AurutaneH cepTMduUKar o4 NOTNMLIAHA NOPAKA

Kora ke gobueTe noTnuwaHa NopaKka, MOXKe fa ro 3ayyBaTe jaBHMOT KAy4y o4 cepTMOUKATOT Ha Toa
nvue Bo Bawwuot agpecap (Address Book). OTBopeTe ja noTnuiwaHaTa nopaka U KAMKHETe Co AeCHOTO
Konue oA ryBYeTO Ha MMETO Ha mcnpakadoT. Ce oTBOpa MeHU of Koe Tpeba aa nsbepete Add to
Outlook Contacts (Cnhunka 9).

f 3
4| = = Motnmwana Mopaka - Message (HTML) | e
Message 2] @
3 g 3 [ Rules ~ ¥ Mark Unread "" Find €
. Ignare x ! N '$ B Meeting || Orion L [ Rules (¥ Mark Unrea a5 34 Fin _g
¢ ¢ o 2 To Manager | .;E OneMote | B9 Categarize * 2 Related ~
%Junkv Delete Reply Reply Forward B pigre - . — Move X Translate Zoom
All '3 (& Team E-mail M - |2 Adtions * | ¥ Follow Up - > Ly select -
Delete Respond Quick Steps 1 Move Tags " Editing Zoom

From: Sent: net 23.03.2012 08:39
Tor

Co

3 Copy

Subject: MoTtnuwana Mopa: | Lopy

Signed By: wIvsongi-@kibs.co L 3

Ll Fa
: &
Tect

g5 Add to Outlook Contacts -
85 LookUp Cutlook Contact

Contact Card

Chmka 9

Co Toa ce oTBOpa MPO30peL, 3a Kpenparbe Ha HOB KOHTAKT. 3a Aa npoBepuTe AeKa cepTUdMUKaToT e

3] Certificates
NPUAPYKEH HA KOHTAKTOT, K/MKHETE Ha KOon4yeto . Ceptudurartor Tpeba ma buge
NpuWKarkaH Kako Ha Cnuka 10.

KnnkHeTe Ha onuujata Save&Close 3a a ro couyBaTe KOHTAKTOT.
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Kopuctewe ceptudpukati Bo Microsoft Outlook

F - - - — ™%
FIEREC RS (=] © i

File. Contact Insert Format Text o @
| i x Save & Mew ~  [8 General '-‘é E-mail agﬂ @gj @ (Y Categorize ~ E_.sg ]
5% Forward - B Details &3 Meeting © | ¥ Followup - = 3
Save & Delete Address Check | Business Picture Update | Zoom
e [N] onenote 87 Activities 2 more - Book Names Card = (&) Private
Actions | Show | Communicate | Mames | Options | Tags | Update | Zoom |
Cutlook will use one of these certificates to send encrypted mail to this contact.
You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact.
Certificates [Digital IDs):
Properties...
L
Set as Default
|| Import...
| Export...
Remove
L
L
0 o See more about: iz i esar oz ~

Cnuka 10
5.2 BHecyBsame Ha nNpe3emeH gurutaneH ceptudpukar

JaBHMOT KNyd of, cepTUdUMKATOT Koj BU e noTpebeH 3a Wwndpupare Ha NOpaKkM MoXe A3 ro Hajaete u
BO MMEHMKOT Ha M3aaaeHu cepTudmrKaTh Ha M3gasadoT Ha cepTudmkaTn KUBC, o Kage WTo MoxKe 43
ro npesemeTe U Aa ro Aogagete Bo BawwoTt agpecap. MpesemMeHUOT jaBeH Kayy of, cepTudukaT
HQjYecTo Ce CHMMA KaKo [ATOTEKa CO eKCTeH3uja .cer.

Bo Outlook KpeupajTe HOB KOHTAKT WMAM OTBOpETE MOCTOEYKM KOHTAKT Ha KOj caKkaTe fa My
npuapyxute ceptnduKkart. Ce nojasyBa Npo3opyeTo Kako Ha Caunka 11.

pMd™ e vls Co st « Contact o)
B oot Insent Foemat Test Review o @
| | ; ) Save & tew - |4 Genenal P yEom g_‘l @ ﬂ) ( B4 Categorize - ‘z

48, Foewara + AiOctam  [anFietss  §gsteeting ¥ ¥ Followlp e =

|
[
| Save & Defete e Agdress Cmech  Business Picture Update '
| Qose N Onetote A Actrvtes g3 More - Book Mames Card . 2 Peivate ‘

! Aﬂ_lmtu. :.r_\o— Communicate Namer C‘gr.-:m Tagn Update
| ha Jage N I | W bnmer
Company oy
Job yrie b 4 o MR 4 N comamik
Fiig as WIS, mawenile -9 -
| temet
‘ ) foun s Moo SL. - commk

Dysplay av Eramme e @ e commi) =

Wed page adavess

M agdreny;
Fhone numbers

Busmess 4

» 0

Home.
Business Fax S
Motule. "
| Adaresses
Busmess .

Ths 15 the maling
addgess

©  Seemoreabout Limiews T |

Cnuka 11
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Kopuctemwe ceptnudukati Bo Microsoft Outlook

Co KAnkHyBare Ha KonueTo Certificates ce oTBopa Npo3opeLoT 3a ynpasyBatbe CO CEPTUPUKATH Ha
KOHTAKTOT. 3a UMNOPTUParbe Ha CepTUPUKAT KAMKHeTe Ha KondeTto Import....(Canka 12). Oabeperte ja
npesemeHaTa 4aToTeKa Co AMrMTanHuoT ceptuduKar (*.cer)u kamkHete Open.

-— - - .
Mdo 0 e 9y O ey € 3w = Contact b 0
B contat  miet FomatTet Revew o Q
| | ; x A seve totiew « R Gemenst (L] Comtncates’ 4 £t g;l 59- 9 Bi Cazegorize - " 2 |
| Torwasa * $y0etams  EAuneids i meeting =50 ¥ reflowip = ’
| Save & Delete n . Addreis Check  Business Pture a Upaate
| Cose N Onetiace g Adtities EMoer ook Mamer  Cars v &) Prvate |
' Adions Show _ Communicate Mames | Optiws | Tog _Upsute  Zoom ’

- - — -
| Outiook will uie one of these certificatet 10 1end enirypted madl 1o ths Contac
| YOu cAn et 3 certficate By recennng digitady tigned mad from thit contact of By imparing 3 certficate Nile 10r this contact ‘

i‘ Ceméitates Orpnsl Doy

|
| =5

— - |

Cnuka 12

5.3 bBpuwere Ha ceptudumKar og Bawmor agpecap

OTBOpeTE O 3anNUCOT BO aApecapoT 3a AWMLETO YW WTo cepTuduKaT cakate fa ro msbpuwerte.
KnukHete Ha KonueTo Certificates 3a Aa ce nojasy Npo3opeLOT 3a ynpasyBakbe CO cepTMdUKaTK Ha

KOHTaKTOT .

04 nuctata Ha cepTUdMKaTM CeneKkTMpajTe ro CepTMOUKATOT KOj WTO cakaTe Aa ro mMsbpuwerte u
KNMKHeTe Remove (Cnunka 13).

Co bpuluerse Ha guruTaneH cepTuduKaT Koj Bun NpuapyKeH Ha KOHTAKTOT, MoBeKe HemMa Aa nmare
MOXHOCT 3a Ucnpakare wnudpMpaHi NOpPaKM Ha Taa IMYHOCT.

e e — — —— —
84l d" 0O &N Yoenazis ucaaones - Contact k&
!"’T?_"_"."’l Contact = Insert Format Text " P~ 7 |
. x I save & New » (4] General | 4.4 Certificates I 425 E-mail &31 @J a{/’ () 4 Categorize + s 2
ig 5, Forward + 47} Detaits i Meeting ’ V¥ FollowUp ~ o
Save & Delete 4 Address Check  Business Picture Update
Close (N] OneNote S Adtivities 9 More ~ Book Names | Card . ) Private
Actions ! _Show , Communicate | Nomes L Options | Tags | Update | Zoom |
‘ Outlook will use one of these certificates to send encrypted mall to this contact,
You can get a certificate by receiving digitally signed mail from this contact or by importing a certificate file for this contact. |
Certificates (Digital IDs): :
3 { Properties...

= —

ot a8 Detault
Import...
Export...

| € Seemoreabout: it tiuimasseany

Cnuka 13
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